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Abstract

Internet Service in Tanzania is provided by different vendors, both public and private. These providers are known as Internet

Service Providers (ISPs). This paper examines ISPs as provided by The Electronic and Postal Communications Act, 2010, The

Tanzania Communications Regulatory Authority Act, 2003 and The Cybercrimes Act, 2015. The focus is on the nature of liability,

extent of liability, and legal basis for such liability. Upon comparison of the nature of liability in Tanzania with selected jurisdictions,
The study found that, unlike in the United Kingdom (UK), the United States (US) and India, where the nature of liability is mainly
civil, in Tanzania liability of ISPs leanest more towards criminal as opposed to civil liability.

keywords: ISP, Liability, Tanzania.

1. Introduction
The term Internet Service Providers (ISPs), means an
entity whose primary business is offering internet
access services to the general public. A company that
provides infrastructure for access to the Internet, or for
interconnecting other ISPs and content-based or
application-based services on the internet. ' The term
ISPs is broad; as it includes different categories of

entities that make accessibility of internet possible in

1 and Communications

National Information

Technology Policy, May 2016.
2 Example of these Conduit ISPs in Tanzania includes
companies like Cisco and Helios Tower, whose primary
obligation is to provider and laydown internet
infrastructures, such as internet connection poles and
telecommunication connectivity poles and maintenance

of network infrastructures.

€-2546-1982

the public. However, ISPs can be broadly divided into
two categories: conduits and hosts. Conduit ISPs are
technical providers of internet access or transmission
services.2 They do not interfere with the transmission of
contents. The only exception is where there is
automatic faults or transient storage needed for
transmission?. Host ISPs on the other hand, are
providers of contents services, such as online platforms

and online storage facility services.*

3 Conduit ISPs, may only interfere with internet access
when there is either shutdown of network poles which
supplies internet and enable internet connectivity in the
community. Or other non-technical faults such as
breakage or downfall of network poles due to acts of
God, such as earthquake or storm.

4 Dri, L, Frequently asked questions on internet
intermediary liability, Association for Progressive
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ISPs can be in the form of network operators, or mobile
network operators, which engage in providing
accessibility to network coverage in the society®. Other
ISPs can be described as network infrastructure
providers. They engage in creating and maintaining
networks facilities, such as network poles, land line
network cables or wide area network for network
operators®.
Premised on the importance of ISPs for social-
economic development in Tanzania which importance
does not automatically provide them with immunity for
legal liability, , this article interrogates the legal liability
of ISPs in Tanzania, compared to selected jurisdictions
namely the United States, the United Kingdom and
India. The article is divided into five parts: part one is
this introduction Part two is a brief historical backdrop to
internet use in Tanzania. Part three analyses relevant
laws. Part four is on ISPs in Tanzania. Part five address
the legal liabilities of ISPs in Tanzania and part six is a
conclusion.

2. Historical backdrop to internet use in

Tanzania

The history of internet use in the Tanzania can be

traced back from the year 1993 when the

Communications, Published on May, 2014, Accessed on
Monday, 6™ April, 2020, 7:30:03 PM

5 In Tanzania entities that fall under this category are
mostly telecommunications companies, such as;
Vodacom Tanzania, a unit of South Africa’s Vodacom,
Tigo Tanzania, which is part of Sweden’s Millicom,
Bharti Airtel Tanzania, and Halotel, owned by Vietnam-
based telecoms operator Viettel.

% In Tanzania these ISPs include but not limited to;
Cisco, Huawei, and Helios Tower.

7 Government Gazette, 1974.

8
http://archive.unu.edu/unupress/unupbooks/uul9ie/uul
9ie0i.htm. Accessed on 1% September, 2020 at 12:35 pm

telecommunication sector in the country was liberated.
This development encouraged private investors to
invest in the ICT sector. This, in turn, it is noteworthy
that before this liberalization, the Government had
banned all importation and usage of computer related
devices or technology in the Country.” The ban came
as a result of heavy financial loss by the Government,
due to failure of computerized government accounting
systems and the collapse of State Trading Corporation
system, installed in the country in the years 1965 —
19748, This ban brought a standstill in internet
penetration in the country®.

The liberalization of telecom services in the country
paved the way for the development of ICT and network
of computer networks, known as internet. It also paved
the way for the emergence of entities devoted to
providing of internet services to the public described in
the previous section as Internet Service Providers.
According to data available, the first ISP in the country
were Africa Online Tanzania and Raha.Com, then
followed by other telecommunications companies such
as Tigo, Vodacom and Zain.™ In order to ensure
smooth operation of the liberalized sector, the

Government had to formulate different policies,

% Notwithstanding the 1974 Prohibition Order (through
Government Gazette of 1974): Tanzania has achieved a
notable progress in development of ICT Please provide
some data here on internet penetration etc. Example,
currently more than 25 million citizens, out of more than
59 million people, have access to internet services on a
daily basis. Internet services in the Country have
penetrated to an estimated of 46% of the entire
population compared to five years back which was only
34% of the entire population.

Bsselaar, S, and Adam, L, Understanding what is
happening in ICT in Tanzania; Evidence for ICT Policy
Action, Research ICT Africa.net, Cape Town, South
Africa, 2013, pg. 16. Or https://raha.co.tz/history.
Accessed on 1% September, 2020 at 01:43 pm. Or
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legislations and put in place institutional frameworks to
regulate ICT in the Country, internet services and ISPs
inclusive.’ The next section expounds upon some of
the laws enacted for this purpose.
3. Relevant laws
As hinted in the previous section, the Government of
Tanzania enacted different piece of legislations to
regulate the ICT sector. The following are some of
these laws that are still in force.'2 Which also did not
address the legal issues associated with internet and
ISPs. And further the government enacted The
Cybercrimes Act, 2015. Which put into place provisions
associate with legal aspects of internet service
providers in the Country.
(a) The Tanzania Communications Regulatory
Authority Act, 2003
This Act is the main law governing ICT issues in the
country. It establishes a body corporate charged with
regulating and monitoring of telecommunications,
broadcasting, postal services activities and regulation of

competition among entities that provide these services

https:/tanlex.wordpress.com.  Accessed 2nd
September, 2020at 12:10 pm

" National Information and Communications
Technologies Policy, March 2003 and May 2016.

12 Government enacted the Broadcasting Services Act
and the Tanzania Communications Act. Whereby some
provisions of these legislations were amended and
replaced by The Tanzania Communications Regulatory
Authority Act, 2003. However, in 2010 Broadcasting
Services Act and the Tanzania Communications Act,
were repealed and replaced by The Electronic and Postal
Communications Act, 2010.

13 Tanzania Communication Regulatory Authority
(TCRA). Found through official Government website;
https://www.tcra.go.tz/

14 Section 6 of The Tanzania Communications
Regulatory Authority Act, 2003

15 Section 26 of The Tanzania Communications
Regulatory Authority Act, 2003

on
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in the Country."® namely Tanzania Communication
Regulatory Authority TCRA. TCRA inherited the
functions of the former Tanzania Communications
Commission and Tanzania Broadcasting
Commission."This Act also established other bodies
such as; Content Committee s, and the council® with
both administrative and quasi-judicial functions and
powers. This law also provide for allocation and
management of radio spectrum, covering electronic
technologies and ICT applications in the country™’.

(i) The Electronic and Postal Communications Act,
2010.

This law applies to Tanzania Mainland and Tanzania
Zanzibar save for matters which, by virtue of the
Zanzibar Broadcasting Commission Act, fall within the
jurisdiction of the Zanzibar Broadcasting Commission. '8
This Act also establishes the Central Equipment
|dentification Register for the registration of detachable
sim card and built-in sim card mobile phones and other
related matters associated with registration and

identification of electronic devices.'® The Act further

16 Section 37 of The Tanzania Communications
Regulatory Authority Act, 2003

7 Long title of The Tanzania Communications
Regulatory Authority Act, 2003; as it reads: “An Act to
establish the Tanzania Communications Regulatory
Authority for the purpose of regulation of
telecommunications, broadcasting, postal services; to
provide for allocation and management of radio
spectrum, covering electronic technologies and other
Information and Communication Technologies (ICT)
applications and to provide for its operation in place of
former authorities and for related matters.”
Supplemented by different Regulations, includes; The
Electronic and Postal Communications (Radio
Communication and Frequency Spectrum) Regulations,
2018.

18 Section 2 of The
Communications Act, 2010
19 Section 84 - 97 of The Electronic and Postal
Communications Act, 2010

Electronic and Postal

p-0856-7263


https://tanlex.wordpress.com/

Sabatho L Mukama, George M. Siage & Kassim B. Kipanga 78

sets out duties of electronic communications and postal
licensees, agents and customers. Moreover; the law
regulates competitions among service providers. It
provides for offences relating to electronic
communications and postal communications. This
includes operating of network facility without a valid
license issued by the Authority?'. More importantly, this
law repeals and replaces both the Broadcasting
Services Act and the Tanzania Communications Act.2
(iii) The Cybercrimes Act, 2015.

In its Long Title the Act proclaims that; it enacts
“provisions for criminalizing offences related to
computer systems and Information Communication
Technologies. And to provide for investigation,
collection, and use of electronic evidence and for
matters related therewith”23. The Act applies to both
Tanzania mainland and Tanzania Zanzibar with
exception of section 50 which is deals with
compounding of offences?*. It is interesting to note that
the Act does not establish a specific Body or Authority
charged with the functions of enforcing it, this is
because the legislation is penal law like Penal Code,

and hence it can be enforced by normal law enforcers

20 Section 60, of The Electronic and Postal
Communications Act, 2010
2l Section 14, of The Electronic and Postal

Communications Act, 2010

22 Section 186 (1) (a) (b), of The Electronic and Postal
Communications Act, 2010. Which reads: ‘“The
following enactments are hereby repealed: the
Broadcasting Services Act; and the Tanzania
Communications Act”.

23 Long Title to The Cybercrimes Act, 2015.

24 Section 50, of The Cybercrimes Act, 2015

25 Section 3 of The Cybercrimes Act, 2015; provides that
“a police officer of the rank of Assistant Inspector or
above or an investigator of equivalent rank of inspector
and above may conduct a lawful search and seizure or
issuing a compelling order to disclose data, or order of

like Police. The Act empowers existing law enforcement
agencies, such as; Police? and Tanzania Intelligence
Service TISS%,

4. Institutional framework

Tanzania Communications Regulatory Authority
(TCRA), is the regulatory body with mandate to take
administration and enforcement mechanism over the
provisions of this law?’. Despite the great purpose
surround the enactment of this law, this law has some
shortfall such as; the Act does not contain provision that
address any online or internet activity or provisions
concerning ISPs in the operation of network facilities
and services, despite it being the law regulating
electronic form of communications in the country.

5. Liability of ISPs in Tanzania a comparative

perspective

In Tanzania as well as other jurisdictions, drafters of
legislations that regulate ISPs tend to shield them
against liability emanating from their service. This is
due to fact that; these legislations does not impose
obligation(s) to ISPs; to monitor the data which the
service provider transmit or store; or actively seek facts

or circumstances indicating an unlawful activity; hence;

expedited preservation, and inherited power of arrest. As
per section 31, 32 and 33 of The Cybercrimes Act, 2015
respectively.

26 Also a member of Tanzania Intelligence Service, a
prosecutor, or any authorized officer of the authority
responsible for regulation of communication or any
other person authorized in any written law. TISS have
the following mandates, duty to collect, analyses and
retain information, the power to investigate. Or
restriction on publication and broadcasting information.
Also mandate to authorize disclosure of information,
and Cooperation. This is per section 14, 15, 16, 17 and
18, of The Tanzania Intelligence and Security Service
Act, 1996.

27 Section 4 & 114, of The Electronic and Postal
Communications Act, 2010.
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they are always operates and immune under safe
harbor.2 This makes the aspect of legal liability of ISPs
controversial and challenging, adjudged from case to
case basis; as laws in many jurisdictions tends to have
provisions which offer same legal consequences
regarding liability of ISPs.2® Without prejudice; to the
provisions of laws, liability of ISPs is adjudged based on
circumstance of each case, by considering the nature of
the liability that illegal misconduct pose, the extent of
liability and the causation or ground for the liability to
stand.
5.1 Nature of ISPs Legal Liability
ISP liability may be classified into two namely Primary
and Secondary Liability. This section describes these
two types of liabilities drawing examples from other
jurisdictions.

(i) Primary Liability
This occurs where the ISP is directly involved in the
commission or omission of the alleged offence. Direct
involvement may either be that, the ISP actively initiate
the alleged content via its server, played the role of
author of the infringing content, or facilitated the
transmission knowing illicit nature of the content failing

to exercise due diligence as required by the law.30 The

28 Section 39, of the Cybercrimes Act, 2015. Section
79, of India Information Technology Act, 2000.

Section 512, of U S. Digital Millennium Copyright Act,
1998 and Section 230, of U S. Communications Act,
1934 as amended by the Telecommunication Act, of
1996.

2 Ibid.

30 Section 39 (3), 40, 41(2) and 45(4) of the Cybercrimes
Act, 2015. Not only Tanzania law, but laws of other
jurisdictions also have these principles for the ISPs to be
directly held liable, such as, section 79, of the Indian the
Information Technology Act, 2000. And the section
230, of U S. Communications Act, 1934 as amended by
the Telecommunication Act, of 1996.

May 8, 2023

above legal standard was adopted in the case of Sega
Enterprises v. Maphia;®! where the defendant,
operating a computer bulletin board, enabled users to
upload and download copies of the plaintiff's
copyrighted video games without authorization.
Moreover; the defendant distributed and sold video
game copiers which could be used to make
unauthorized copies of Sega’s games. The evidence
showed that the defendant knew of this infringement.
The Court held the defendant liable for facilitating
unauthorized copying.

(ii) Secondary Liability
In Tanzania the concept of secondary liability has not
been expressly provided by any of the laws described
in the previous section. However; in other jurisdictions
such as the US, UK and India this concept has been
developed through case law.%2 Under this liability ISPs
may be liable for aiding and abetting commission of
offence via their platforms or infrastructure or both. .
Secondary liability also emanates from the concept of
an accessory before or after the fact, in circumstances
where an ISP fails to take necessary measures to stop
the continuation of an offence such as to block the

service or failing to provide information relating to

31 Sega Enterprises v. Maphia, 857 F.Supp.679 (N.D.
Cal. 1994).

32 Courts of law, in other jurisdictions have been faced
with number of claims, associated with secondary
liability. Courts have applied the common law doctrine
and the doctrine of equity to establish liability under
secondary liability. Intermediary have found
themselves secondly liable through the use of doctrine
such as Ubi jus, ibi remedium, meaning where there is a
right, there is a remedy, to the effect of redressing
violation which the claimant attributed to the secondary
liable party. See Kardon v. National Gypsum Co., 69 F.
Supp. 512 (E.D. Pa. 1946).
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identity of an accused person to a relevant authority
upon instruction to do so such as through a court
order.33 Premised on these two types of liabilities, the
next section of this article expound upon specific
instances upon which ISPs may be held liable.
5.2 Specific Instances of Liability of ISPs.
It is beyond the confines of this paper to indulge in the
polarized debate on advantages and disadvantages of
criminal versus civil enforcement of laws related to ISP
liability. To this end, this section will provide, in specific
terms instances of liability of ISPs supported by case
law from selected jurisdictions.

(i) Infringement of Intellectual Property

Rights (IPRs)

ISPs may be held liable for violation of laws protecting
intellectual property rights. In Tanzania, the
Cybercrimes Act, prohibits and criminalizes any activity
which intends to infringe IP rights protected under any
written law.3* The prohibition is to the general public,
ISPs inclusive.35 A landmark case on copyright
infringement that involved an ISP- a telecommunication
company, is that of Hamisi Mwinjuma & Ambwene
Yessayah v. MIC Tanzania Limited.®® In this case the

defendant used some contents of plaintiff's songs

33 Section 39(4) (b) (c), of the Cybercrimes Act, 2015.
34 Section 24 (1) (2) (a) (b), of The Cybercrimes Act,
2015 which provides; “(1) A person shall not use a
computer system with intent to violate intellectual
property rights protected under any written law. (2) A
person who contravenes subsection (1) commits an
offence and in case the infringement is on (a) non-
commercial basis, is liable to a fine of not less than five
million shillings or to imprisonment for a term of not
less than three years or both; or (b) commercial basis, is
liable to a fine of not less than twenty million shillings
or to imprisonment for a term of not less than five years
or to both, in addition, be liable to pay compensation to
the victim of the crime as the court may deem just.

35 Section 24, of the Cybercrimes Act, 2015.

(Dakika moja and Usije mijini) (as caller tunes to their
voice call service) without any agreement or permission
from the plaintiffs. Both the trial and appellate courts

held the defendant liable for copyright infringement.3’

(ii) Liability for Defamation
ISPs may also be held liable for defamation. This
means intentional publication of false statement(s)
which tends to lower or injures another person’s
reputation.® Essential elements of the tort of
defamation in Tanzania were expounded in the often
cited case of Hamisi v. Akilimali 3° where the court
established that defamation is a communication of false
statements to the mind of another, matters which are
likely in the natural cause of things, substantively to
injure the reputation of claimant. In digital era,
defamation may occur via internet-based platforms
such as in social media and search engines. In
Tanzania ISPs may be held liable for aiding or abating
defamation via the provisions of sections 16, 39 - 46 of
the Cybercrimes Act, 2015 which prohibits and
criminalizes defamation in general. In other
jurisdictions, online defamation is specifically legislated,

to the effect of imposing both liability and defense to

36 Hamisi Mwinjuma, Ambwene Yessayah v. MIC
Tanzania Limited (Ilala District Court; Civil Case No.
17 of 2012)

37 Ibid.

38 Harpwood, V, Principles of Tort Law, Cavendish
Publishing Limited, Great Britain, 2000 4" pg. 365.
Moreover, the meaning of the term defamation was
further elaborated in the case of; Sim v. Stretch (1936),
where Lord Atkin, defined the term defamation to mean
“A statement which tends to lower the claimant in the
estimation of right thinking members of society
generally, and in particular to cause him to be regarded
with feelings of hatred, contempt, ridicule, fear and
disesteem.”

3 Hamisi v. Akilimali (1971) HCD 111.
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ISPs, over their own conduct or conduct of third party
via their platform.40

(iii) Infringing Privacy and Confidentiality
ISPs may also be held liable for violating rights to
personal data privacy and confidentiality. In Tanzania,
in the absence of a specific law on Data Privacy, an ISP
may be held liable under Article 16(1) of The
Constitution of the United Republic of Tanzania, 1977.
It is noteworthy that in other jurisdictions personal data
privacy is a fundamental human right well protected by

specific laws.!

Conclusion.

This paper has shown that although Tanzania has
joined the tradition of shielding ISPs from liability in
order to encourage investment in ICT, a careful
examination of the legal regime including provisions of
the constitution show that ISPs are not entirely immune

from liability for their actions or inaction.
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